OBLON, SPIVAK, et al 




Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



1/34 




OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



2/34 




o 
o 

S^ 



s| 





CO 














CC 
Q 


a. 
o 




EM) 






s 



7^ 



o 
*S| 



S^ 



OS 

8g 



Is 



o 

SI 



a. 
i- 



O 

*s| 



SI 



CO 



oc 
o 
c/> 
co 
.iu 
o 
O 
oc 

Q. 



1- 








< 




I* 


a 
+ 






§ 




a. 








i 







o 
to 

'si 



><z»-cn 



£2 

QCO 



3S 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



3/34 



c 



DIGITAL SIGNAL 
RECORDING 



) 







DIGITAL 
RECE 


SIGNAL 
PTION 






TS PROCESSING 


i 




ENCRYPTION 




r 


RECORDING 


i 


f 



c 



ANALOG SIGNAL 
RECORDING 



S301 



—S302 



S303 



S304 



( END ) 





f 


ANALOG SIGNAL 
RECEPTION 


\ 




A/D 
CONVERSION 


1 




MPEG ENCODING 


i 




TS PROCESSING 


i 




ENCRYPTION 




r 


RECORDING 







S3 25 
S326 



C end ) 



FIG.3A 



FIG.3B 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



4/34 



c 



PLAYBACK FOR 
DIGITAL OUTPUT 



) 







READING 






DECRYPTION 


i 




TS PROCESSING 


i 




OUTPUTTING 




r 



S401 



S402 



S403 



S404 



c 



PLAYBACK FOR 
ANALOG OUTPUT 



( END ~) 



1 




READING 




r 


DECRYPTION 


\ 




TS PROCESSING 




r 


MPEG DECODING 




r 


D/A 
CONVERSION 


i 


r 


OUTPUTTING 


i 


r 



Y—S424 
S425 
S426 



( END ") 



FIG.4A 



FIG.4B 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



5/34 




OBLON, SPIVAK, et at 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



6/34 



uj<o>< 

CC<OSot 

o°o2o z 

0>|j!Qh3 
UJ«f CCujQ. 




CO 

(5 

LL 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



7/34 



Ul 



SI 



< 

Q. 




LU 

O 
< 

a. 

Lii 

a 



a 

Ul 
LU 

GO 



c/> 

CO 
LU 

cc 

Q 

a 
< 



< 



CD 



cozfc 

U.I1J3 

o9-o 



<cr 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



8/34 




ui< ujS 
cc oc 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



9/34 




ZD 
l-Z 

CCuJ 

oo 



8! 



o — o 
05 trO< 

o-o< 



— 1 , 










cc 


MPEG 
VIDEO 

NCODE 


0> 


MPEG 
AUDIO 


UJ 




LU 



3 

0> 



t-o< 
5<Q 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



10/34 



o 
o 



o 

is 



o 0 



O 
O 



CO 
< 



< 



CO 

5 



co 
t 

so 
<co 
xv- 



CO 
I- 
C05 
EZcn 

<co9 

UJ<< 



Sco—Q 0tD 
UJ<0<?0 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



11/34 




OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



12/34 




OBLON, SPIVAK, et al 
o Docket No: 275748US6PCT 

Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



13/34 



( START ) 



READ MASTER KEY 



S1301 

S1302 



X 



DISC ID EXISTS IN DISC ? 



NO 



S1303 



| YES 



READ DISC ID 



/ 


S1304 

r 


GENERATE 
RECORD 1 


DISC ID AND 
T TO DISC 



GENERATE DISC-UNIQUE KEY — S1305 



GENERATE TITLE KEY AND STORE IT INTO DISC 



S1306 



GENERATE TITLE-UNIQUE KEY | S 1307 

S1308 



I 



RECEIVE TS PACKETS 



I 



S1309 



< 



APP END ATS (CCI) 

X=32 BLOCKS OR END 
MARK RECEIVED ? . 



S1310 
NO 



uYES 



FORM BLOCK DATA | S1311 



J 



GENERATE BLOCK KEY | — S1312 



ENCRYPT BLOCK DATA | S1313 



I 



STORE BLOCK DATA INTO DISC | — S1314 

S1315 



ALL TS PACKETS RECORDED ? 
| YES 



C 



END 



FIG.13 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



14/34 



EXAMPLE 1 



EXAMPLE OF BLOCK 
KEY GENERATION 



BLOCK SEED| |CONSTANT(32bit) 



INPUTS. TITLE-UNIQUE 
BLOCK SEED (32BITS) KEY 
TITLE-UNIQUE KEY (64BITS) 









64-BIT BLOCK 
v ENCRYPTION 
> FUNCTION 
/(KEY LENGTH 
OF 64 BITS) 





BLOCK KEY 



OUTPUTS: 

BLOCK KEY (64BITS) 



EXAMPLE 2 



TITLE-UNIQUE KEY||BLOCK SEED 

I 



SHA-1 



CONDENSED FUNCTION OF 
160-BIT INPUT AND 64-BIT OUTPUT 
(EXAMPLE: LOWER 64 BITS OF 
INPUT ARE OUTPUTTED) 



BLOCK KEY 



FIG. 14 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



15/34 




CD 
u. 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



16/34 



( START ) 





r 






READ DISC ID AND MASTER KEY 


—S1601 






r 








GENERATE 
DISC-UNIQUE KEY 


— S1602 



( 



READ TITLE KEY 



GENERATE 
TITLE-UNIQUE KEY 



S1603 



S1604 



READ ENCRYPTED 
BLOCK DATA 



GENERATE 
BLOCK KEY 



DECRYPT ENCRYPTED 
BLOCK DATA 



-S1605 
S1606 
-S1607 



I 



X 



S1608 



ALL BLOCK DATA READ ? 



> 



NO 



YES 



( END ) 

FIG. 16 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



17/34 




OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



18/34 



( START ) 



GENERATE 
DEVICE-UNIQUE KEY 



— S1801 
S1802 



RECEIVE TS PACKETS 



APPEND ATS (CCI) 



X=32 BLOCKS OR END 
. MARK RECEIVED ? 




FORM BLOCK DATA 



GENERATE BLOCK KEY 



ENCRYPT BLOCK DATA 



S1805 
S1806 
S1807 



RECORD BLOCK DATA TO DISC 



S1808 



"51809 



ALL TS PACKETS RECORDED ? 



!> 



NO 



c 



r YES 



END 



3 



FIG. 18 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



19/34 




OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



20/34 





uj 

LU 

o 
> 

LU 

o 



8 



o. 
> 
cr 
o 
z 

UJ 



LU 
CO 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



21/34 




CM 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



22/34 



( START ) 



GENERATE DEVICE- 
UNIQUE KEY 



S2201 



READ ENCRYPTED 
BLOCK DATA 



S2202 



GENERATE 
BLOCK KEY 



S2203 



DECRYPT ENCRYPTED 
BLOCK DATA 




! 1 


ALL BLOCK C 


)ATA READ ? 



S2204 
S2205 

NO 



YES 



c 



END 



3 



FIG.22 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



23/34 




? 

C\l 

SI 



CO 
C\| 



CM 



ft 



=1 

0)0 



CO 
C\| 



UJ 

o 

>9 
ui 

Q 



CO 

cp 

CM 



. til 
UJ* 

ujo 




erg 

a. co 

Hi 



cp 



o 
cp 

C\J 



cc 
o 

H 

o 
111 
•I 

UI 

CO 



o 
cp 
c\j 



53 



UJ 

UJ 
3 

O 



o 

CO 



UJ 

*z 
ujO 

§5 

^UJ 



10 



> 

UJ 



UJ 



CO 

o 
cp 
c\j 



CO 

o 
o 
-J 

CD 



uiO 



o 

UJ 

Ui z 

^ UJ 



o 
o 

_l 
CD 



<Sco 



^ ED 

f ^to 



CO 
UI 

I- 
>- 
ffi 



E 

o 



CO 

cc 



CO 
CM 



Q. 

> 
cc 
o 

UJ 



xoji! 



SEOffi 



S3 



CC 

o 
I- 
o 

UJ 

UJ 

CO 



UJO 
GQUJ 

<cc 

HO 

^ 2 

Qui 



S3 



CO 
UJ 



E 
O 



CO 
CC 
U. 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



24/34 




OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



25/34 



( START ) 



READ MASTER KEY, DEVICE ID AND DEVICE-UNIQUE KEY 



S2501 



DISC ID EXISTS IN DISC ? 



S2503 



> 



S2502 

NO 



YES 



READ DISC ID 



S2504 



GENERATE DISC ID AND 
RECORD IT TO DISC 



GENERATE DISC-UNIQUE KEY | S2505 



GENERATE TITLE KEY AND STORE IT ALONG 
WITH PLAYER RESTRICTION FLAG AND 
DEVICE ID INTO DISC 



I 



S2506 



GENERATE TITLE-UNIQUE KEY | — S2507 



I 



RECEIVE TS PACKETS 



S2508 



S2509 



APPEND ATS (CCI) 



< 



I 



X=32 BLOCKS OR END 
MARK RECEIVED ? 



-S2510 

NO 



^ YES 



FORM BLOCK DATA | S251 1 



7 



GEN ERATE BLOCK KEY 



J—S2512 



ENCRYPT BLOCK DATA 

I 



~}~-S2513 



NO 



STORE BLOCK DATA INTO DISC | — S2514 
u rS2515 



< ^ ALL TS PACKETS RECORDEdT 

Iyes 



c 



END 



FIG.25 



OBLON, SPIVAK, et a] 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



26/34 



EXAMPLE 1 



EXAMPLE OF DEVICE-UNIQUE 
KEY GENERATION 



INPUTS: 

MASTER KEY J64BITS) 
DISC ID (64BITS) 



MASTER 
KEY 



DISC ID (64bit) 



1 






64-BIT BLOCK 
v ENCRYPTION 
> FUNCTION 
'(KEY LENGTH 
OF 64 BITS) 




1 





DISC-UNIQUE KEY 



OUTPUTS: 
DISC-UNIQUE KEY (64BITS) 



EXAMPLE 2 



MASTER KEY||DISC ID 



SHA-1 



CONDENSED FUNCTION OF 
160-BIT INPUT AND 64-BIT OUTPUT 
(EXAMPLE: LOWER 64 BITS OF 
INPUT ARE OUTPUTTED) 



DISC-UNIQUE KEY 



FIG.26 



OBLON,SPP/AK,etal 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



27/34 



c 



FROM STEP S2506 



S2701 



PLAYER RESTRICTION 
SHOULD BE SET ? > 



YES 



NO 



S2702 



GENERATE TITLE-UNIQUE 
KEY FROM DISC-UNIQUE 
KEY, TITLE KEY AND 
DEVICE ID 



JL 



S2703 



GENERATE TITLE-UNIQUE 
KEY FROM DISC-UNIQUE 
KEY. TITLE KEY AND 
DEVICE-UNIQUE KEY 



TO STEP S2508 



> 



FIG.27 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



28/34 



UJ 

CO 

H — 
UJZ 

coo 

5£ 

COH 

-co 

ZUJ 
Off 
HOC 

olu 

1— ^ 

C/j^ 
yjOL 

GCZ 

i 

O.LU 
z * 
UJUJ 

|o 

UJUJ 

>> . 

UJUJ > 

oo uj 
ui 



*z 

fcocz^to 



O 

z> 
uj ac 



Suj i 

z\ 



UJ 

-I 

Q. 

s 
< 

X 
UI 



UJ 
3 

O 

zz 

30 

UlP 
-l< 
H-OC 
f=UJ 

y> 

o:uj 
< 

X 
UJ 



3 
O 

€0 



JQ 
CO 



= UJ 

h ■ in 

a. <0|_ 
5 oF 



.a 

CO 



Ouj 

-~3 

s2 

C£3 
ouj 

3g 

S2ui 
00 



UJ 
UJ 

3 
o 

QJ CO 111 
OH Op 

UJ z 
o CO 



> UJ 
UJ CO 

Q co 



> z > z 

uj S ui o 

h- I— 

uj£ ujG 

i_ nr i_ rr 




CO 



-1 — -1 

— UJ — UJ 

z °- z °- 

3 Z 3 Z 

6!±! 6 £ 



zobuj 

Ok CQt 

0<f Oni 

COH ..^ 
Z?UJ^ 
UJQ--JH 
QZQ.D 

o°px 



UJ 
3 

o 

z>- 

3UJ 
UJ^ 



00 
CM 



CM 

UJ 
—J 

a 
2 
< 
x 

UJ 



CO 
OQ 

UJ 
UJ 

..O 

11 

Q. UJ 
I— -I 
3 I- 
Oh 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



29/34 



o 

CO 

o 

CM 



o 

CO 
Q 



o 
o 

^1 



cc 



o 



pill 



8 



UJ 

o 

>9 

Ul 
Q 



CO 

eg 



✓-IE* 



> 

UJ_ 

=1 

z^oc 

Zui 



Is 



Q.CO 
UJ 
CC 



CM 



UJ 

o 

>9 

UJ 

o 



CO 
CO 

CM 



> 
UJ* 

OlU 

>=> 

ujo 



CO 
CM 



UJH 
h-Z 
O.UJ 
>H 
CCZ 
OO 

zo 

UJ 



o 



ujfcg 

C5LCO 
UJ 

cr 




CO 



^2S 

rru. ' 



Is 

CM 



rs 
o 

CM 



CC 

o 
I- 

O 
UJ 

—I 

UJ 

CO 



CM 



§1 

§3 



> 

UJ 

UJ 
3 

o 



O 
CO 

Q 



> 
UJ 

*Z 

QjO 

^oc 

5UJ 
LULU 

d<5 



>- 

UJ 

Ul 
3 

O 



Ui 



uj2 
^< 
Xuj 



00 



o 
o 

_l 
ffi 



CO 
UJ 



E 
o 



CO 

cc 



^ II I 

<=5co 



CO 

o 
05 
cm 



o 

J— 
a. 
>- 
CC 

uj IS 

Oi 

o 



CM 

d 

ll 



o 

K- 

o 

UJ 

UJ 

CO 



oc< 



CO 
UJ 

> 
CD 



E 
O 



CO 

cc 



hs 

55 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



30/34 



( START ) 



1 




READ DISC ID, MASTER KEY, DEVICE ID AND DEVICE-UNIQUE KEY 


i 




GENERATE DISC-UNIQUE KEY —S3002 






READ TITLE KEY, DEVICE ID AND PLAYER RESTRICTION FLAG 




k r S30Q4 



S3001 



NO 



< 



S3003 



CAN BE 
PLAYED BACK 



zr 



YES 



GENERATE 
TITLE-UNIQUE KEY 



S3005 



READ ENCRYPTED 
BLOCK DATA 


< 


r 


GENERATE BLOCK KEY 


i 


r 


DECRYPT ENCRYPTED 
BLOCK DATA 







ALL BLOCK DATA READ ? 

-J YES 

i 

( END ) 



—S3006 
— S3007 

—S3008 

S3009 
k NO 



FIG.30 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification. 
Courtesy Copy 



31/34 



c 



FROM STEP S3003 



S3101 



PLAYER RESTRICTION 
SET? 



NO 



YES 



S3 102 



DEVICE ID OF RECORDER, 
SAME AS THAT OF PLAYER ? 



YES 



c 



NO 



CANNOT BE PLAYED 
BACK; TO END 



CAN BE PLAYED 
BACK; TO STEP S3005 



) 



FIG.31 



(l 



FROM STEP S3004 



S3201 



PLAYER RESTRICTION 
SET? 



> 



YES 



\ 


NO 

f S3202 


GENERATE TITLE-UNIQUE 
KEY FROM DISC-UNIQUE 
KEY, TITLE KEY AND 
DEVICE ID 











c 



S3203 



GENERATE TITLE-UNIQUE 
KEY FROM DISC-UNIQUE 
KEY. TITLE KEY AND 
DEVICE-UNIQUE KEY 



TO STEP S3006 



> 



FIG.32 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



32/34 



CO 
CO 



-i 
O— 

t/>Q 
< 



(DO 
cofr 

qo 



c\j 

Y— 

CO 

50 

CO 



OQQ 
— LU 



CO 
LU 



CO 

CO 
CO 



o 

CO 
QCC 

Z 

o 
o 



CO 
CO 
CO 



a 
z 

a 
o 
o 
z 

LU 

a 

LU 
Q. 



to 

CO 
CO 
CO 



0 
z 

CO 
CO 
LU 

o 
o 
cc 
a 

CO 



CO 

50 

CO 



a. 
> 

fX 

o 

LU 



co 

CO 
CO 



a 

5 
cc 
o 
o 

LU 

cc 



a 

LU 



CD 

CO 
CO 

d 




< 

CO 
CO 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



33/34 



00 



Q->S 




CD 

CO 

d 




CO 



a 

S 
< 



3 

CO 



a 

>• 

DC 

a 

LU 

o 



8 

CO 



o 
co 

CO 
UJ 

a 
o 
cc 
a. 

CO 



3 

CO 



CO 



UJ^ 

mo 



CO 
UJ 

> 



CO 

CO 

SI 



ID 

Ol 



Q 
Z 

tu 



< 

CO 

<D 

LL 



0>UJ_ 
ZQ->5 

FOFS2 

K^UJuj 

3COQCS 
03Q- 



OBLON, SPIVAK, et al 
Docket No: 275748US6PCT ■ 
Serial No. 09/980,390 
Response to Notice of Drawing Inconsistency With Specification 
Courtesy Copy 



34/34 




co 






Ui 

m 



CO 

SI 



UJ 

o 
< 

ll- 
CC 



3 
O 
I- 



SO. 
ujuj- 
occc 



UJ 

> 

CC 
Q 



< 

Oh 

zz 

33 



o 
o 




